
Fault Detection by Desynchronized Kalman Filtering,
Introduction to Robust Estimation

Olivier Bilenne
Multitel A.S.B.L.

Parc Initialis - Avenue N. Copernic, 1
B 7000 Mons

Belgium
bilenne@multitel.be

Abstract – This paper deals with the state estimation of dynamic
systems. A recursive linear MMSE estimator is presented as an
alternative to Kalman filtering . This estimator has the ability to
cope with asynchronous measurements, and to process the data
by sets of undefined sizes. It is particularly suitable for fault de-
tection, because the decisions can be based on more data. This
is an open door to robust estimation. A mixed estimator robust
to various failure scenarios is then derived by using the Bayesian
approach. This mixed estimator is originally thought for applica-
tions requiring high integrity estimations. It is next tested on a rail
navigation problem.
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1 Introduction

The object of this paper is the problem of robust state esti-
mation of dynamic systems. Linear estimators are optimum
when dealing with Gaussian variables. Unfortunately, real
sensors are often biased and may provide erroneous mea-
surements (outliers), causing important biases in the lin-
ear estimation. As a consequence, the integrity of the es-
timation may drop considerably. This problem could have
dramatic consequences in applications where integrity is of
first importance. Unlike linear estimators, robust estimators
present a reduced sensitivity to erroneous measurements,
and tend to be more powerful in practical applications. The
work of reference on robust estimation is owed to P.J. Hu-
ber [1]. Huber assumes that the actual measurement noise
distribution lies in a certain neighborhood of the assumed
noise distribution. A necessary condition for an estima-
tor to be robust is that it guarantees good performance all
over this neighborhood. Huber’s approach of the problem
of seeking robust estimators relies on the minimax strategy.
The selected estimator is the one with the best performance
under the least favorable element of the neighborhood. The
performance criterion is the minimum asymptotic covari-
ance of the estimation error, when the amount of measure-
ments grows to infinity. In dynamic estimation however,
the asymptotic performance criterion makes little sense be-
cause the variable to be estimated is randomly changing
over time. Moreover, an accuracy criterion based on the
expected variance of the estimation error is highly insuf-
ficient in the context of applications demanding very high

levels of confidence on the state estimates, such as safe nav-
igation systems. In this case, it is preferable to focus on on
the integrity of the estimates rather than on their accuracy.
The robust estimation literature is quite vast, though few
papers are really integrity-directed. This paper is mainly
based on the work of P.B. Ober, who proposed a complete
solution to the static robust estimation problem for naviga-
tion systems [2]. Ober’s approach consists roughly in us-
ing fault detection techniques to isolate the faulty sensors,
providing a nonlinear estimation from the unbiased mea-
surements only and attaching to the state estimate a safe
confidence interval which certifies a very high level of in-
tegrity. The aim of this paper is to show how those static
robust estimation techniques can be adapted to the dynamic
problem. We use, as a basic tool, a recursive linear estima-
tor, close to the Kalman filter, which has the characteristic
of being able to deal recursively and asynchronously with
sets of measurements collected at various times and in var-
ious numbers. This recursive estimator can not only handle
asynchronous observations but also presents an increased
flexibility in fault detection because the fault detection al-
gorithm can be fed with an undefined number of measure-
ments of various natures and provide decisions of increased
reliability. We will see that the robustness of the linear al-
gorithm can be improved by using the Bayesian approach,
which leads to a nonlinear recursive estimation algorithm.
In Sec. 4, the algorithms are tested on a rail navigation prob-
lem.

2 Recursive linear estimation of systems by
means of discrete-time observations

We consider continuous-time systems of known linear dy-
namics. The problem consists of estimating, in real time,
the state of the system from discrete-time observations. We
make no assumption on the observation rhythm and allow
the observations to be collected asynchronously.

We will make a distinction between the estimation times

t1, t2, . . . , tk, . . . , (1)

which delimit the steps of the estimation algorithm, and the
observation times. We call xk the n-dimentional state of the
system at estimation time tk. Step k (k = 1, 2, . . .) is the
part the algorithm taking place in time interval ]tk−1; tk].



Step k leads to the estimation of xk from all the measure-
ments prior to tk. During step k, a set of nk observations

yk
1 , yk

2 , . . . , yk
nk

(2)

are collected at observation times

ok
1 , ok

2 , . . . , ok
nk

, (3)

included in ]tk−1; tk]. We call xi
k the state of the system at

observation time ok
i .

We suppose the dynamics of the system is linear and
can be written under the following discrete-time state equa-
tions : for all k ≥ 1,
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where F k
i is the full-rank state transition matrix, Hk

i the
observation matrix, uk

i a known constant control signal,
random vector ωk

i is the plant or process noise of covari-
ance matrix Ωk

i , and random vector υk
i is the observation

or measurement noise of covariance matrix Υk
i . More-

over, we suppose the process and measurement noise to be
”memory-less”, i.e.

E{ωk
i ωl

j

T
} = 0 if (k, i) 6= (l, j) , (5)

E{υk
i υl

j

T
} = 0 if (k, i) 6= (l, j) . (6)

We suppose all those random variables to be Gaussian,
or that they can be conservatively substituted by Gaussian
variables by the technique of Overbounding1. [2] [3]

In this paper, observations yk
i of states xi

k are seen as
shifted observations of xk. All the observations yk

i (i =
1, . . . , nk) collected at step k are gathered in a composite
vector zk, which is considered as the observation vector of
the system at estimation time tk.

By ignoring the observation times, and solving the prop-
agation model (4) for variables xk, we obtain the state equa-
tions for the estimation times :

xk = Fkxk−1 + Gkuk + Wkωk

zk = Hkxk −Θkωk + J̃kuk + υk .
(7)

Definitions of matrices Fk, Hk, Gk, J̃k , Wk, Θk can be
found in Appendix (A.1). Matrix Hk propagates xk from
estimation time tk back to the observation times of step k.
Matrix Θk can be seen as a correction matrix which com-
pensates for the extra process noise contained in xk and
posterior to the observations. One characteristic of those
equations is that the observations zk and the process noise
ωk are conditionally dependent given state xk.

1Overbounding consists of using Gaussian distributions that
garantee the conservation of the performance assessment. This
technique is beyond the scope of this paper.

2.1 State estimation

Our goal now is to deduce from Eqs. (7) an estimator of
state xk given all the observations z1, z2, . . . , zk prior to tk.
We call zk

1 the vector resulting from the concatenation of
those observations2 :

zk
1 =
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







z1

z2

...
zk











= vect{z1, z2, . . . , zk} . (8)

We have opted for the commonly-used minimum least-
square error criterion (MMSE), which prevails under
the hypothesis of Gaussian variables. The minimum-
covariance estimator x̂k minimizes the mean square esti-
mation error

E{(xk − x̂k)(xk − x̂k)T |zk
1} . (9)

The MMSE criterion has the property that estimator x̂k co-
incides with the expected value of xk conditioned by the
past observations :

x̂k = E{xk|z
k
1} . (10)

The solution to this estimation problem verifies the Wiener-
Hopf equation ([4]) and is given by

x̂k|k = E{xkzk
1

T
}E{zk

1zk
1

T
}−1zk

1 , (11)

provided that covariance matrix

Rk = E{zk
1zk

1

T
} (12)

is strictly positive definite, which is generally the case in
well-posed problems. When the algorithm is applied to
time signals, the ever-growing dimension of the covariance
matrix Rk makes the online application of the Wiener fil-
ter impossible. We then resort to the Levinson Recursion,
which turns the Wiener filter into a time-recursive linear es-
timator.

Levinson recursion. The Levinson recursion consists in
estimating x̂k by updating the previous estimation x̂k−1 ac-
cording to the new observation collected at step k. In par-
ticular, this recursion scheme allows to derivate the Kalman
filter algorithm from the Wiener-Hopf equation and a dy-
namic model of the system ([4],[5]). A similar development
applied to estimator (11) together with model (7) leads to a
time-recursive version of the linear estimator. The Levinson
recursion is shortly explained in Appendix (A.2). One must
however keep in mind that the observations are analyzed by
sets of several measurements which possibly happened at
different times but are all taken as shifted observations of
the state at time tk.

Recursive estimation is based on the concepts of predic-
tion and innovation. The procedure followed at step k of
the recursion can be divided into three phases.

2The zk

1 notation must not be confused with entities such as xk

1 ,
yk

1 , or Hk

1 , which are variables referring to observation time ok

1 .



Firstly, the algorithm predicts an a priori estimate x̂k|k−1

of xk by propagating through the dynamic model the last
estimation computed at step k − 1 :

x̂k|k−1 = Fkx̂k−1|k−1 + Gkuk . (13)

We call ek|k−1 the estimation error on the predicted esti-
mation at step k, and Pk|k−1 the covariance matrix of this
error :

ek|k−1 = xk − x̂k|k−1 , (14)

Pk|k−1 = E{ek|k−1e
T
k|k−1} . (15)

Next, the prediction is confronted with the new observa-
tion zk. The resulting information is usually called innova-
tion. The innovation γk at step k is defined as the difference
between the observation zk collected at step k and the pre-
dicted observation ẑk|k−1. We call Γk the covariance matrix
of innovation γk at step k :

ẑk|k−1 = Hkx̂k|k−1 + Jkuk , (16)

γk = zk − ẑk|k−1 , (17)

Γk = E{γkγT
k } . (18)

Finally, the a posteriori estimate x̂k|k is obtained by up-
grading the prediction x̂k|k−1 according to equation

x̂k|k = x̂k|k−1 + E{xkγT
k }E{γkγT

k }
−1γk , (19)

which can be derived easily by introducing the Inverse ma-
trix partitioning lemma presented in Appendix (A.2) into
the Wiener filter equation (11). Similarly, we call ek|k the
estimation error at step k and Pk|k its covariance matrix :

ek|k = xk − x̂k|k , (20)

Pk|k = E{ek|keT
k|k} . (21)

Straightforward computations lead to the recursive algo-
rithm summarized in Table 1. One can see that our algo-
rithm is very close to the basic equations of the Kalman
filter, except for a few additional terms issued because of
the dependency between the observations and the process
noise.

Remark. The originality here is that the recursive version
of the algorithm divides the estimation problem into a se-
quel of smaller Wiener-Hopf estimation algorithms. The
difference from classical Kalman filtering lies in the fact
that it processes the data by sets of several consecutive ob-
servations. This algorithm presents a degree of freedom in
the choice of the estimation times although those estimation
times have no influence on the estimates themselves. In a
sense, it can be seen as a generalization of the Kalman fil-
ter, which analyzes the data synchronously, the estimation
times being imposed by the observations.

Robust estimation. This linear estimator gives satisfying
results when the sensors are perfectly unbiased. Unfor-
tunately, when a failure occurs, the linear estimator stops
working properly, and a nonlinear estimator is needed. The

Table 1: Recursive linear estimator.

Initialisation :
k ← 0
x̂0|0 = x̂0

P̂0|0 = P̂0

Repeat :
k ← k + 1

Prediction :
x̂k|k−1 = Fkx̂k−1|k−1 + Gkuk

Pk|k−1 = FkPk−1|k−1F
T
k + WkΩkW T

k

ẑk|k−1 = Hkx̂k|k−1 + Jkuk

Innovation :
γk = zk − ẑk|k−1

Γk = HkFkPk−1|k−1F
T
k HT

k + Υk

+(HkWk −Θk)Ωk(HkWk −Θk)T

Update :
Kk = (Pk|k−1H

T
k −WkΩkΘT

k )Γ−1

k

x̂k|k = x̂k|k−1 + Kkγk

Pk|k = (I −KkHk)Pk|k−1 −KkHkΩkW T
k

End of loop.

class of nonlinear estimators called robust estimators have
the property to be less sensitive to the measurements con-
taining abnormally large errors. This goal can be achieved
for example by dropping the measurements that are likely to
be erroneous and performing the state estimation from the
other valid measurements (we will come back to that strat-
egy in Sec. 3). However, the corrupted measurements still
have to be uncovered. The decision is generally based on
a priori information on the nature of the sensors and their
likelihood to be faulty, and on the collected measurements
themselves. One way of checking for faults consists of es-
timating the measurement noise υk of the sensors. This is
the object of the next section.

2.2 Measurement noise estimation

The purpose of this section is to show that fault detection
can be coupled with the execution of the recursive estima-
tion algorithm of Table 1, since a reliable fault detection
algorithm would make robust estimation possible.

The first idea consists in inspecting the size of innova-
tion γk at step k. The bigger the innovation, the more
chances the measurements have to be erroneous. Unfor-
tunately, this method is dangerous because the innovation
γk is corrupted by the process noise ωk. The same conclu-
sion can be made about the use, as a fault detector, of the
residual of the recursive estimation algorithm :

rk = zk − (Hkx̂k|k−1 + J̃kuk) = (I −KkHk)γk . (22)

The residual depends on the process noise as well. A better
solution consists of estimating straightforwardly the mea-
surement noise υk according to some optimization crite-
rion such as the minimum-covariance criterion. The opti-
mum estimation of the measurement noise then verifies the
Wiener-Hopf equation :

υ̂k = E{υkzk
1

T
}E{zk

1zk
1

T
}−1zk

1 . (23)



Once again, the introduction of the Levinson recursion
scheme simplifies the estimation procedure :

υ̂k|k = υ̂k|k−1 + E{υkγT
k }E{γkγT

k }
−1γk . (24)

Moreover, the last developments of Appendix (A.2) show
that the measurement noise υk can be estimated straight
from the innovations γk of the recursive linear algorithm
and Eq. (24) reduces to :

υ̂k|k = ΥkΓ−1

k γk . (25)

This is a direct consequence of hypothesis (6). Like the es-
timator of Sec. 2.1, this estimator of the measurement noise
has the characteristic of being biased when one of the sen-
sors is faulty. This property is the basis of our fault detec-
tion strategy. On the other hand, Eq. (25) implies that, when
no failure occurs and under the Gaussian hypothesis, the ac-
tual measurement noise follows a centered normal density
function of covariance matrix

Υ̂k|k = ΥkΓ−1

k ΥT
k . (26)

We introduce a squared norm of the estimation of the mea-
surement errors called the Sum of the Squared (estimated)
Errors :

SSEk = υ̂T
k|kΥ̂−1

k|kυ̂k|k , (27)

This norm, which was used in [2] also, intervenes directly
in the estimation of the probability of realization of Υ̂k|k

as measurement noise under the no-failure hypothesis. The
posterior likelihood of the no-failure hypothesis can next be
deduced from this probability by applying the Bayes Rule
and compared with the posterior probabilities of various
failure scenarios. This constitutes the final step of the fault
detection algorithm.

3 Robust estimation

3.1 The Bayesian approach

In this section we present a nonlinear state estimator which
proves to be more robust than the linear estimator of Ta-
ble 1. This nonlinear estimation algorithm relies on the
Bayesian approach. We first begin by making a series of
hypotheses hi on the validity of the measurements and in-
dexing all the possible sets of correct measurements. The
mean and variance of the conditional distribution of the ac-
tual state xk under each hypothesis hi are given by the re-
cursive linear estimation algorithm of Table 1 fed with the
set of measurements corresponding to hi only :

x̂k|k,i = E{xk|hi, z
k
1} , (28)

Pk|k,i = E{(xk − x̂k|k,i)
2|hi, z

k
1} . (29)

At each step k, the recursive linear estimator splits into sev-
eral parallel estimators starting from the same initial esti-
mate x̂k−1|k−1 but operating under different hypotheses hi.
The global posterior expectation x̂k|k of state xk can then
be derived by marginalizing over all the failure hypotheses :

x̂k|k =
∑

i

p(hi|z
k
1 ) x̂k|k,i . (30)

The posterior expectation is the estimate of xk offering the
minimum mean square error

Pk|k =
∑

i

p(hi|z
k
1 ) (Pk|k,i + ∆k,i) , (31)

where the extra term

∆k,i = (x̂k|k,i − x̂k|k)(x̂k|k,i − x̂k|k)T (32)

results from the divergence between the failure hypothe-
ses. The posterior distribution of xk is no longer Gaus-
sian and not necessarily symmetric or unimodal if the mea-
surements of the sensors do not match exactly. In those
conditions, the posterior expectation is not an accurate es-
timator of the state xk, despite its property of minimum
mean square error. Other estimators such as the maximum
a posteriori (MAP) estimator prove to perform better out-
side the context of symmetric and unimodal distributions.
However, this discussion is slightly out of the scope of the
applications requiring high levels of safety, for which one
would like to provide confidence intervals rather than accu-
rate state estimates. This issue is the object of Sec. 3.2.
The mixture distribution of x̂k|k represents a problem for
the fault detection algorithm of Sec. 2.2 which requires nor-
mally distributed variables only, or failing this, a full knowl-
edge of the distribution of the estimate of the measurement
noise. Unfortunately, the normal structure is lost in the re-
cursion as soon as the posterior expectation of xk , averaged
over all hypotheses, is considered as the past estimate of
step k + 1. We may note already that this phenomenon will
also tend to weaken the reliability of the integrity certifica-
tion procedure based directly on the posterior distribution
of the state and presented in Sec. 3.2. In the application of
Sec. 4, we assimilate, at step k+1, the posterior distribution
of xk to a Gaussian distribution of same mean and variance.
By doing so, we hope that this loss of precision will be
compensated to some extent by the additional uncertainty
brought by the ∆k,i terms. Of course such a delicate oper-
ation can not be valid without taking further precautions so
as to guarantee the conservativeness of the estimated pos-
terior distributions and the relevance of the fault detection
algorithm at future steps. This problem is currently under
investigation.

3.2 Integrity certification

In the introduction, we have emphasized the importance of
the integrity certification of the estimates. Integrity mea-
sures the probability of misleading information. Misleading
information (MI) is said to occur when the state estimate
lies outside its (multi-dimensional) precision interval and
no major failure has been detected. It is a capital concept
in the fields where estimation mistakes can not be tolerated,
such as railway and air navigation. The integrity of the es-
timator is compromised whenever the system provides mis-
leading information at a rate greater than the maximum tol-
erated MI rate.

The integrity of the state estimator can be estimated di-
rectly from the distribution of the state estimate, provided
that this distribution is known, by integrating the density



function inside bounds, that delimit the confidence interval.
Those bounds are generally called alert limits, and can be
determined from the precision and continuity requirements
of the problem. They are safe if the system was correctly
modeled and if conservative probabilities were attributed
to the failure hypotheses. The role of the robust estimator,
according to Ober’s approach, is to place the estimate and
its confidence interval in the state space in such a way that
the actual state has the highest posterior probability to lie
inside the confidence interval. As pointed in Sec. 3.1, the
posterior distribution of the mixed estimator is non-normal
and may be difficult to estimate. In the following applica-
tion, the assimilation at step k of the posterior estimation
of xk−1 to a normally distributed variable leads to a Gaus-
sian mixture distribution for estimate x̂k|k on which alert
bounds are easy to fix.

4 Fault detection and robust estimation : an
application

In this section, we consider the problem of real-time estima-
tion of the speed of a train from the measurements of var-
ious speed sensors. Our tests were realized on a database
recorded in Italy during an Arezzo-Pontassieve journey.
The train speed estimation was based on the data collected
by three devices : a wheel sensor, a Doppler radar, and the
Doppler speed output of a GPS receiver. The measurements
given by the sensors were the projections, in the direction of
motion of the train, of the three-dimensional speed vectors,
restricting the problem to a scalar unknown. In perfect con-
ditions, the devices provided measurements normally dis-
tributed around the train speed with a standard deviation
of σWS = 1m/s, σDR = 2m/s, and σGPS = 0.5m/s re-
spectively. Furthermore, we assigned to each sensor heuris-
tic a priori probabilities of not being in their normal oper-
ating mode. The fault probability of each sensor was set
to 0.1. We considered that those a priori probabilities were
constant over time, and did not depend on past measure-
ments or the other sensors diagnoses. In the failure case, we
supposed that the measurements followed a uniform distri-
bution in a large interval around the actual train speed.

Modeling of the system’s dynamics. We arbitrarily chose to
use a constant acceleration model to describe the dynamics
of the train. The speed x1 and acceleration x2 of the train
form the two-dimensional system state. The dynamics of
the train follows the differential equations

ẋ1(t) = x2(t) ,
ẋ2(t) = τ ,

(33)

where τ is an additive white noise of constant standard de-
viation στ = 0.08ms−4. Perturbation τ represents the jerk
endured by the train. By integrating Eqs. (33) on the time
intervals defined in Eqs. (1,3), we obtain discrete time state
equations which fit Eqs. (7).

The choice of a constant acceleration model is quite pop-
ular in the literature and proves to be particularly suitable
for this speed estimation problem. It was motivated by
the physical limitations and security constraints of the rail
transport mainly, but remains of course arbitrary.

Linear state estimation. Firstly, we have tested the recur-
sive linear filter presented in Sec. 2.1. Since this filter can
be viewed as an online version of the Wiener filter (11), the
properties of which are well-known, we did not elaborate
on the behaviour of the filter throughout the whole exper-
iment. Rather, we focused on the property of invariance
of the state estimation process towards the frequency of es-
timation. Table 2 gathers the first estimates of the speed
(m/s) and the standard error on speed estimation (m/s)
collected at various frequencies in geometric progression
f0, 1

2
f0, 1

4
f0 (f0 = 5Hz). Indeed, we observe the perfect

matching of the three estimators.

Table 2: Invariance of the estimator to estimation fre-
quency.

T T0 2T0 4T0

f f0
1

2
f0

1

4
f0

T0 8.5211, 0.2862 − −
2T0 8.5482, 0.3295 8.5482, 0.3295 −
3T0 8.6938, 0.3465 − −
4T0 8.7135, 0.3481 8.7135, 0.3481 8.7135, 0.3481
5T0 8.9498, 0.3444 − −
6T0 8.9741, 0.2850 8.9741, 0.2850 −
7T0 8.9562, 0.3090 − −
8T0 9.0269, 0.3254 9.0269, 0.3254 9.0269, 0.3254

Robust state estimation. This section highlights the limi-
tations of linear estimators in presence of failures. Linear
estimation is optimal in the Gaussian case, but is quite sen-
sitive to erroneous measurements and becomes largely bi-
ased and suboptimal when one or more sensors stop work-
ing properly. In our tests, the linear filter of Sec. 2.1 is com-
pared to the bias-desensitized estimator presented in Sec. 3.

Again, our tests were based on the Arezzo-Pontassieve
ride introduced above. The database did not provide the
evolution over time of the actual speed of the train and
prevented us to evaluate the performances of the estima-
tion algorithms in a quantitative fashion. We will rather
adopt a qualitative approach by analyzing how the linear
and nonlinear estimators cope with classical ambiguous sit-
uations of the railway navigation such as isolated failures,
permanently-biased sensors, slipping wheels at sudden ac-
celeration or braking and on wet or icy rails, freezing of the
GPS output inside tunnels, etc.

Fig. 1 shows the measurements collected by the three
sensors during time interval 1590s − 1630s. The thick
continuous line represents the evolution of the state esti-
mate computed by the recursive linear estimator on the top
graph, and by the mixed estimator below. The crosses rep-
resent the measurements of the sensors that were taken as
faulty by the most likely hypothesis, i.e. the hypothesis
with the highest a posteriori probably. The thin dotted lines
represent the alert limits corresponding to an integrity of
1 − 10−11. Fig. 1 highlights the problem of the unavail-
ability of satellite signals, inside tunnels for example. The
GPS signal loses track of the train speed and gives con-
stant meaningless measurements for a while. Fig. 1 shows
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Fig. 1: Linear and 10Hz mixed estimators.

how the mixed estimator detects the abnormal behaviour of
the GPS signal and ignores the wrong measurements until
the GPS provides reliable measurements again. The erro-
neous radar measurement (1600s, 103km/h) has also been
rejected, which confirms that the mixed estimator detects
the isolated failures as well.

The speed estimation depicted in Fig. 2 is based on the
measurements of three different Doppler radars of respec-
tive standard deviations σDR1 = 2m/s, σDR2 = 1m/s,
σDR3 = 0.5m/s. All the sensors seem to lose track of the
speed between times 1792s and 1796s. The measurements
of sensors 1 and 3 collapse abruptly while the speed of the
train remains constant. On the other hand, the measure-
ments provided by sensor 3 deviate only progressively from
their last correct value. The mixed estimator was tested
with two different frequencies of estimation. The 10Hz
estimator detects the failure of sensors 1 and 3 and follows
naively the measurements of sensor 2 until the true speed
of the train crosses dangerously the alert bounds of the con-
fidence interval. This confusion can be avoided by low-
ering the frequency of fault detection and estimation and
basing the decisions on a greater amount of measurements.
The 1.25Hz estimator detects the suspicious sudden con-
vergence of the measurements of the three sensors at time
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Fig. 2: 10Hz and 1.25Hz mixed estimators.

1796s and considers all the sensors as faulty on a larger
time interval. Reducing the frequency of estimation in-
creases the amount of data fed into the fault decision al-
gorithm and may improve the reliability of the decisions.
The drawback of a lowered frequency of estimation is that
delaying the estimation time increases the complexity of the
matrices and may lead to excessive computation times.

An unrealistic model. In this application, the train was
modeled by a constant acceleration model, which is in fact a
simplification of the real system’s dynamics. As a con-
sequence, the model slightly differs from the reality. A
strictly rigorous approach would require the introduction in
the model’s matrices of an uncertainty component, say ∆,
modeling the deviation from the real system. Such uncer-
tainty variable may also be used in the case of nonlinear sys-
tems to model the inaccuracy resulting from the lineariza-
tion of the dynamics. Moreover, we considered that each
sensor could provide either unbiased or completely erro-
neous measurements containing no relevant information.
This reduction to two distinct cases is often unsatisfying in
current navigation problems. Real sensors are seldom per-
fectly calibrated, and often subject to perturbations which
cause the measurements to be permanently biased to a cer-



tain extent. Though we hope those biases to be small
enough so that they can be detected by robust estimation
techniques and their impact on the estimate can be limited.
A more realistic modeling of this speed estimation problem
would consider the hypotheses of slightly biased sensors
and complement the measurement noise distribution with a
degree of uncertainty. Perturbations of the model’s dynam-
ics and the measurement noise will cause the state estima-
tion to be permanently biased. The procedure of integrity
certification of the estimated confidence interval must im-
peratively take this bias into account. However, when recur-
sive estimation algorithms are used, evaluating the bias on
the estimate is complicated by the fact that the bias presents
a dynamic profile. For information, Mangoubi studied in
[6] the stability and the performance of dynamic estimators
with respect to uncertain perturbations of the model’s dy-
namics and the measurement noise. Mangoubi derives the
dynamic state estimators that minimize the impact of those
perturbations on the estimate. These robust estimators guar-
antee a minimum bound on the resulting bias in the case
of bounded-norm perturbations, or minimize the expected
value of an arbitrary cost function penalizing the bias when
the perturbations are supposed to follow a Gaussian distri-
bution. Mangoubi’s developments rest on minimax tech-
niques in agreement with Huber’s theory of robust statis-
tics. It could be interesting to investigate up to what point
those results apply to the present problem. Another solu-
tion proposed in [2] would adopt the following scheme.
In a first step, the probability densities of those biases
would be estimated from conservative a priori knowledge
and the present and past measurements. The structure of
the recursive Wiener estimator is such that the estimation
at step k + 1 is based on the previous estimate at step k.
Consequently, the measurement biases at step k have the
property to corrupt not only the current estimation x̂k|k but
the following estimations x̂k+1|k+1, x̂k+2|k+2, . . . as well.
A complete description of the signature on the future esti-
mates and innovations of the bias of a sensor can be found
in [7]. Because we can estimate the density function of the
noise vector υk|k−1 with respect to a given bias scenario,
the density function of the current noise vector can be ob-
tained by marginalization with respect to the estimated bias
vectors. However, this problem is out of the scope of this
paper and research on that subject is under progress. For
information, [2] studies the static case, while the dynamic
case is tackled in [8].

The mixed estimator (30) results from the averaging of
the distributions of conditional estimates weighted accord-
ing to the posterior likelihood of various failure hypotheses.
When evaluating the likelihood of each hypothesis, we sup-
posed that the measurement noise of a faulty sensor is uni-
formly distributed in an large interval around the true value.
Unfortunately, in real applications the contaminating distri-
bution of outliers is generally unknown and this involves the
necessity to reconsider the concept of robustness and derive
estimators that can cope with various contaminated distri-
butions. By instance in [9], distributions similar to Huber’s
ε-contaminated neighborhood are used :

Pε(F0) = {F |F = (1− ε)F0 + εH, H ∈ S} , (34)

where F0 is the no-failure distribution, ε is the fraction of
contamination, and S the set of all possible contaminating
distributions. Schick and Mitter present a dynamic state-
estimator close to our posterior mean estimator (30) which
is robust in the presence of rare and isolated outliers. To
justify the robustness of their estimator they propose a min-
imax approach which ensures that the estimator performs
well in the worst conditions. They consider the least favor-
able measurement noise distribution, i.e. the distribution H
that maximizes a given cost function (the estimation error
variance) and then propose to derive the dynamic estimator
which minimizes that expected cost. A complete solution
for finding the least favorable distribution in practice is un-
known to date. The context of this paper is different since
in safety applications the integriy of the state estimation
prevails over its precision and the objective is no longer to
minimize any cost function but to provide safe confidence
intervals. The problem of certifying the integrity of confi-
dence intervals in the least favourable noise conditions us-
ing a minimax approach remains open to further research.

5 Conclusion

In this paper we have developed a recursive MMSE linear
estimator that has the property to be able to deal with data
collected asynchronously. We have proven this estimator
to be equivalent to a Kalman estimator which would up-
date its estimate at the exact times of the measurements.
In everyday applications, sensors sometimes provide erro-
neous measurements which induce a bias in the MMSE es-
timator. As a result, the precision and integrity of the state
estimator are not guaranteed anymore. Therefore, a fault
detection algorithm is necessary. We took a starting point
from the methods of fault detection in static systems devel-
oped in [2] for state estimation applications requiring very
high levels of integrity, and adapted to the dynamic problem
an algorithm for detecting sensor failures by estimation of
the measurement noise. The interest of our recursive lin-
ear estimator lies in the fact that it allows measurements to
be analyzed by sets of undefined sizes, offering the fault
detection algorithm the possibility to provide more reliable
decisions based on large sets of measurements.

Finally, a recursive estimator robust to faulty sensors
was deduced from the averaging of linear recursive estima-
tors operating under various hypotheses. The likelihood of
those hypotheses is estimated by the fault detection algo-
rithm. The recursive linear estimator and the fault detection
algorithm were tested on a rail navigation problem. The re-
sults obtained on a real database of measurements from var-
ious speed sensors show the recursive estimator to behave
particularly well even in presence of multiple simultane-
ous failures. Though many questions remain open regard-
ing the application of robust dynamic estimation techniques
to problems demanding very high levels of safety, namely
the integrity monitoring of the estimates in the presence of
modeling errors or when the sensors are permanently bi-
ased, and the determination of the least favorable noise dis-
tribution that would ensure the conservativeness of the esti-
mation process. We leave those issues to future work.
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A Appendix

A.1 Matrix definitions

Definition of composite vectors zk, υk, ωk, uk and matrices
Υk, Ωk, Fk , Gk, Wk , Hk, Θk, and J̃k corresponding to
model (4) and appearing in Eq. (7) :

zk = vect{yk
1 , yk

2 , . . . , yk
nk
} , (35)

υk = vect{υk
1 , υk

2 , . . . , υk
nk
} , (36)

Υk = diag{Υk
1 , Υ

k
2 , . . . , Υ

k
nk
} , (37)

ωk = vect{ωk
1 , ωk

2 , . . . , ωk
nk+1} , (38)

Ωk = diag{Ωk
1 , Ωk

2 , . . . , Ω
k
nk+1} , (39)

uk = vect{uk
1 , u

k
2 , . . . , u

k
nk+1} , (40)

Fk = F k
nk+1 . . . F k

2 F k
1

d
=

nk+1
∏

l=1

F k
l , (41)

Gk = (Ḡk
1 Ḡk

2 · · · Ḡk
nk+1) ,

Ḡk
j =

∏nk+1

l=j+1
F k

l Gk
j ,

(42)

Wk = (W̄ k
1 W̄ k

2 · · · W̄ k
nk+1) ,

W̄ k
j =

∏nk+1

l=j+1
F k

l ,
(43)

Hk = (H̄k
1 H̄k

2 · · · H̄k
nk

)T ,

H̄k
i

T
= Hk

i

∏i+1

l=nk+1
F k

l

−1
,

(44)

Θk =







Θ̄k
1,1 · · · Θ̄k

1,nk+1

...
. . .

...
Θ̄k

nk,1 · · · Θ̄k
nk,nk+1






,

Θ̄k
i,j =

∣

∣

∣

∣

∣

Hk
i

∏i+1

l=j F k
l

−1
, if j > i ,

0 , if j ≤ i ,

(45)

J̃k = Jk − Ξk , Jk = vect{Jk
1 , Jk

2 , . . . , Jk
nk
} , (46)

Ξk =







Ξ̄k
1,1 · · · Ξ̄k

1,nk+1

...
. . .

...
Ξ̄k

nk ,1 · · · Ξ̄k
nk ,nk+1






,

Ξ̄k
i,j =

∣

∣

∣

∣

∣

Hk
i

∏i+1

l=j F k
l

−1
Gk

j if j > i ,

0 , if j ≤ i .

(47)

A.2 Levinson recursion
The Hermitian matrix Rk defined in Eq. (12) can be parti-
tioned as follows :

Rk =

(

E{zk−1

1 zk−1

1

T
} E{zk−1

1 zk
T }

E{zkzk−1

1

T
} E{zkzk

T }

)

(48)

=

(

Rk−1 rk

rk
T ρk

)

. (49)

The matrix inversion by partitioning lemma ([4],[5]) states
that

R−1

k =

(

R−1

k−1
0

0 0

)

+

(

R−1

k−1
rT
k

−I

)

Γ̃−1

k

(

R−1

k−1
rT
k

−I

)T ,

(50)
where we have introduced expression Γ̃k which proves to
be equal to innovation γk of the recursive linear estimation
algorithm of Table 1 :

Γ̃k = ρ− rT
k R−1

k−1
rk = Γk . (51)

We will now compute two important results of Secs. 2.1
and 2.2. We first partition the following composite vectors :

zk
1 =

(

zk−1

1

zk

)

, (52)

E{xkzk
1

T
} = ( E{xkzk−1

1

T
} E{xkzT

k } ) , (53)

E{υkzk
1

T
} = ( 0 E{υkzT

k } ) . (54)

The introduction of Eqs. (50,53) into the Wiener estima-
tor (11) leads to the recursive estimator (19). Similarly,
Eq. (24) can be found by introducing Eq. (50,54) into es-
timator (23).
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